Abstract. Vectorial Boolean functions are usually called Substitution Boxes (S-Boxes
Introduction
A vectorial Boolean function is a map from F . An important condition on S-Boxes is high resistance to differential and linear cryptanalysis [1] , which are the main attacks on block ciphers. The differential cryptanalysis is based on the study of how difference in an input can affect the resultant difference at the output. The functions with low differential uniformity [1] } ) ( ) (  :  {  max S-Boxes with low differential uniformity and high nonlinearity are considered as cryptographically strong. SBoxes with 8 × 8 size can be considered as strong if they have differential uniformity at most 10 and nonlinearity at least 100. Note that known best pair of these parameters is 4, 112 and S-Boxes with differential uniformity below 10 and nonlinearity above 100 are very rare.
Several methods to generate cryptographically strong S-Boxes exist [5] [6] [7] [8] [9] [10] , such as random generation, the use of finite field operations, as well as heuristic algorithms. The power map F has been systematically studied in [1, 2] . The power map
which in fact is the inverse function, has the known highest nonlinearity and lowest differential uniformity. Inverse mapping was first studied by L.Carlitz and S.Uchiyama in 1957 and it is unique best bijective S-Box since. An example of such 8 × 8 S-Box is Rijndael's S-Box [3] , which possess differential uniformity 4 and nonlinearity 112. In this paper, we find the number of n-variable non-affine Boolean permutations up to multiple n. We study power and binomial functions in n 2 F . There is no bijective power function which could be used as strong S-Box, except inverse function. However, there are non-bijective functions with highest nonlinearity and lowest differential uniformity. We obtain strong bijective S-Boxes using non-bijective power functions. Our 8 × 8 SBoxes have differential uniformity 8, nonlinearity 102 and affinely inequivalent to any sum of a power functions and an affine functions.
In this paper we present the construction of 8x8 S-boxes, however, the results are proven for any size n. The Hamming distance between two Boolean functions f and g is .
Clearly, the distance between Boolean functions f and g is equal to the weight of sum of these functions ). 
is affine (linear). We concentrate on non-affine Boolean permutations.
Differential Uniformity
The differential uniformity (DU) F Δ of (n,m) vectorial Boolean function F is defined as
. All known permutations with 2 = Δ F are defined with odd n. It is conjectured that for any Boolean permutation F with even n . 4 ≥ Δ F
Nonlinearity
Let A(n) be the set of all n-variable affine Boolean functions. The nonlinearity
In other words, the NL of function f is a distance between function f and the set A(n) of all n-variable affine Boolean functions. Clearly, 
We denote the set of all non-affine n-variable Boolean permutations by NABP(n). Note that NABP(n) ⊂ BP(n) ⊂ BT(n).
Theorem 3.1. Let ).
Then the number of non-affine Boolean permutations satisfies ). Table 1 shows the number of functions of three classes for some small n. Table 1 The number of functions in the three classes n ) (n BT ) (n BP ) (n NABP   1  4  2  0  2  256  24  0  3  16,777, 
Conclusions
In this paper, we prove some properties of power and binomial functions over the finite field. We find the number of n-variable non-affine Boolean permutations up to multiple n. Non-affine Boolean permutations are not rare. However, non-affinity property is not sufficient for strong S-Boxes.
We propose a simple scheme which produces a new cryptographically strong bijective S-Boxes. Construction is based on using non-bijective strong power functions over the finite field.
The resulting S-boxes have DU 8 and NL 102 which are cryptographically strong for use in block ciphers.
